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Black Hat HackersBlack Hat Hackers

ApproxmiatelyApproxmiately 4500 people attended 4500 people attended DefconDefcon
in 2004.in 2004.
KohlbergianKohlbergian PreconventionalistsPreconventionalists
The Problem with SovereigntyThe Problem with Sovereignty
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Common IssuesCommon Issues

Data RecoveryData Recovery
–– Extraction of Deleted MaterialsExtraction of Deleted Materials

Did you realize a deleted file on most systems is still in Did you realize a deleted file on most systems is still in 
residence?!residence?!

–– Extraction of Encrypted MaterialsExtraction of Encrypted Materials
Did you realize most forms of encryption are breakable?!Did you realize most forms of encryption are breakable?!

–– Extraction of Slack Space InformationExtraction of Slack Space Information
Did you realize that many of the chats, instant messages, and Did you realize that many of the chats, instant messages, and 
web based emails are possibly still on the drive?!web based emails are possibly still on the drive?!
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Types of Evidence in LitigationTypes of Evidence in Litigation

Hard Drives and ImagesHard Drives and Images
Chat ContentChat Content
OnOn--Line and OffLine and Off--Line Email ContentLine Email Content
Flash MemoryFlash Memory
IPODsIPODs and Other Mediaand Other Media
Cell Phones and Cell CamerasCell Phones and Cell Cameras
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Things to DoThings to Do

Educate yourselfEducate yourself
Consider learning more about hardware and Consider learning more about hardware and 
the implications of hardware on your clientsthe implications of hardware on your clients
Develop Experts in the AreaDevelop Experts in the Area
–– CCE, CISSPCCE, CISSP
Develop resources to keep currentDevelop resources to keep current
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ThanksThanks
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