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Basic Ideas of ForensicsBasic Ideas of Forensics

Data RecoveryData Recovery
UndeletesUndeletes
Analysis of Hidden FilesAnalysis of Hidden Files
Analysis of Secured FilesAnalysis of Secured Files

PasswordsPasswords
EncryptionEncryption

Analysis of Damaged MediaAnalysis of Damaged Media
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Some Basic Ideas About FilesSome Basic Ideas About Files

MicrosoftMicrosoft
NTFS, FAT 32, and othersNTFS, FAT 32, and others
Files are not necessarily deleted when someone hits Files are not necessarily deleted when someone hits 
““deletedelete””..
The first character in the collection of data is The first character in the collection of data is 
changed to a NULL and the section of storage is changed to a NULL and the section of storage is 
marked for deletionmarked for deletion
Until that area of the media is needed, the file is still Until that area of the media is needed, the file is still 
sitting theresitting there
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Some Basic Ideas about FilesSome Basic Ideas about Files

LinuxLinux
EXT2, EXT3EXT2, EXT3
EXT3 actually removes the files from the EXT3 actually removes the files from the disk,thusdisk,thus
no undelete.  EXT2 works about like Windowsno undelete.  EXT2 works about like Windows
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Cleaning DisksCleaning Disks

DOD WipesDOD Wipes
Write 0s to entire diskWrite 0s to entire disk
Write 1s to entire diskWrite 1s to entire disk
Write random 0s and 1s to entire diskWrite random 0s and 1s to entire disk
Repeat 7 Repeat 7 timestimes
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More Basic File InfoMore Basic File Info

Files are just long patterns of zeros and ones.Files are just long patterns of zeros and ones.
If you process the pattern for a given file, you If you process the pattern for a given file, you 
can obtain a can obtain a ““HASHHASH”” for that file.for that file.
A HASH is a mathematical computation that A HASH is a mathematical computation that 
results in a number, the hash, that is results in a number, the hash, that is 
reproducablereproducable only for an identical file.only for an identical file.
Hashes created using the MD5 and SHA Hashes created using the MD5 and SHA 
algorithms are algorithms are admissableadmissable in courtin court
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So What does a HASH do for youSo What does a HASH do for you

A HASH validates evidence as being unchanged.A HASH validates evidence as being unchanged.
If you confiscated my laptop and immediately If you confiscated my laptop and immediately 
hashed the hard drive, you could later prove, in hashed the hard drive, you could later prove, in 
court, that the hard drive had not been changed court, that the hard drive had not been changed 
even if it was a copy!even if it was a copy!
A HASH may be used to locate a known file, A HASH may be used to locate a known file, 
kiddiekiddie porn, that is on a disk.  If the hash porn, that is on a disk.  If the hash 
matches a known KP file, you have solid matches a known KP file, you have solid 
evidence.evidence.
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What else does Forensics doWhat else does Forensics do

Password crackingPassword cracking
Most files can be stored with a password to prevent their being Most files can be stored with a password to prevent their being opened.opened.
Most passwords can be cracked if you have enough time and computMost passwords can be cracked if you have enough time and computing ing 
powerpower

Weak password Weak password –– mypassmypass
Strong password Strong password –– h1yn*YYmaiu90h1yn*YYmaiu90

Encryption crackingEncryption cracking
Encryption is a means of not only preventing the file from beingEncryption is a means of not only preventing the file from being opened opened 
but that actually transforms the plain text in a file into ciphebut that actually transforms the plain text in a file into cipher text.r text.
Cracking encryption is the same as passwords only may take even Cracking encryption is the same as passwords only may take even more more 
time to break depending on the algorithm used to encipher the tetime to break depending on the algorithm used to encipher the text.xt.
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Example of EncryptionExample of Encryption

Caesar Cipher Caesar Cipher –– Shift all letters in the alphabet Shift all letters in the alphabet 
three spaces to the rightthree spaces to the right

Plaintext: A B C D E F G H I J K L M N O P Q R Plaintext: A B C D E F G H I J K L M N O P Q R 
S T U V W X Y Z S T U V W X Y Z 
CiphertextCiphertext: T U V W X Y Z A B C D E F G H I J : T U V W X Y Z A B C D E F G H I J 
K L M N O P Q R S K L M N O P Q R S 

Time to break this with a modern cracker, about Time to break this with a modern cracker, about 
.01 seconds..01 seconds.
Enigma and PurpleEnigma and Purple
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Example of CCExample of CC

I will attack at midnightI will attack at midnight
B B pbeepbee tmmtvdtmmtvd tm tm fbwgbzamfbwgbzam
BpbeeBpbee tmmtvtmmtv dtmfbdtmfb wgbzawgbza mghfgmghfg
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On the Other HandOn the Other Hand

Elliptic Curve Encryption Elliptic Curve Encryption –– May take years to May take years to 
break depending on the amount of computing break depending on the amount of computing 
power brought to bear on the problem.power brought to bear on the problem.
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First ExampleFirst Example

A spreadsheet with a password A spreadsheet with a password ““gamblergambler””
(forensic 1)(forensic 1)
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Types of CrackingTypes of Cracking

Dictionary AttacksDictionary Attacks
Brute Force (substitution) attacksBrute Force (substitution) attacks
Gambler vs. G6mbl3R&Gambler vs. G6mbl3R&
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Other cool stuffOther cool stuff

SteganographySteganography –– Hiding information in image or Hiding information in image or 
other files.other files.
Take a JPG graphic and hide a text file in the Take a JPG graphic and hide a text file in the 
graphic.graphic.
Consider the file Consider the file stegteststegtest and and forensics.txtforensics.txt.  .  
What if I hid the message in the seemingly What if I hid the message in the seemingly 
harmless graphic, harmless graphic, mysteg.bmpmysteg.bmp..
WbstegoWbstego will let me extract the message file.will let me extract the message file.
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So what can forensics do for youSo what can forensics do for you

Opens up new avenues of evidenceOpens up new avenues of evidence
Provides analysis of electronic media of all typesProvides analysis of electronic media of all types
May create additional/critical support for the May create additional/critical support for the 
casecase
May create new leadsMay create new leads
May be the only option in the futureMay be the only option in the future
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CertificationsCertifications

CCE CCE –– Certified Computer ExaminerCertified Computer Examiner
http://www.certifiedhttp://www.certified--computercomputer--examiner.comexaminer.com//
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CautionsCautions

Verify CredentialsVerify Credentials
Verify DegreesVerify Degrees
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ThanksThanks

Doug.white@whitehatresearch.comDoug.white@whitehatresearch.com
www.whitehatresearch.comwww.whitehatresearch.com


