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The emergence of forensicsThe emergence of forensics

Previously digital evidence was a minor Previously digital evidence was a minor 
component as digital evidence was component as digital evidence was admissableadmissable as as 
hearsay evidence only (if at all).hearsay evidence only (if at all).
As more cases have ONLY digital components, As more cases have ONLY digital components, 
both civil, criminal, and inboth civil, criminal, and in--house issues will house issues will 
HAVE to involve digital evidence.HAVE to involve digital evidence.
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ImagineImagine

An employee at your company has continually An employee at your company has continually 
harassed and abused another employee by harassed and abused another employee by 
sending pornographic emails and chats to her.sending pornographic emails and chats to her.
She complains and he is reprimanded.She complains and he is reprimanded.
He continues the behavior and is fired.He continues the behavior and is fired.
She quits files a Hostile Workplace suit.She quits files a Hostile Workplace suit.
After 6 months, he files a wrongful termination After 6 months, he files a wrongful termination 
suit.suit.
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What happened?What happened?

Did you maintain images of both machines that Did you maintain images of both machines that 
are are admissableadmissable??
Do you have any evidence in either case?Do you have any evidence in either case?
If you donIf you don’’t you will be paying two settlements t you will be paying two settlements 
in the near future.in the near future.



2006 (c) Secure Technology, LLC.

What really happened?What really happened?

The company had an examiner review the The company had an examiner review the 
material on the image of the employeematerial on the image of the employee’’s disk.  s disk.  
They were able to prove that he had sent the They were able to prove that he had sent the 
emails and found vast amounts of pornography.emails and found vast amounts of pornography.
This was used to convince the employee to This was used to convince the employee to 
reconsider his suit.reconsider his suit.
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Basic Ideas of ForensicsBasic Ideas of Forensics

Data RecoveryData Recovery
UndeletesUndeletes and recoversand recovers
Analysis of Hidden FilesAnalysis of Hidden Files
Analysis of Secured FilesAnalysis of Secured Files

PasswordsPasswords
EncryptionEncryption

Analysis of Damaged MediaAnalysis of Damaged Media
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Using this in your companyUsing this in your company

Collect Images of DrivesCollect Images of Drives
An image is a bit by bit copy (mirror image) of the An image is a bit by bit copy (mirror image) of the 
drive. drive. 
Done for ALL separations of any kind.Done for ALL separations of any kind.

Monitor activityMonitor activity
Review LogsReview Logs
Review file managementReview file management
Review AnomaliesReview Anomalies

Preservation of evidencePreservation of evidence
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BTKBTK

BTK eluded the authorities for 30+ years.BTK eluded the authorities for 30+ years.
He was completely unknown but had a habit of He was completely unknown but had a habit of 
taunting the police with letters and notes.taunting the police with letters and notes.
When he remerged he was rapidly captured.  When he remerged he was rapidly captured.  
Why?  He didnWhy?  He didn’’t understand computer forensics.t understand computer forensics.
Information about his church was found on the Information about his church was found on the 
diskette he sent police!  This led to his arrest.diskette he sent police!  This led to his arrest.
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Cleaning DisksCleaning Disks

DOD WipesDOD Wipes
Write 0s to entire diskWrite 0s to entire disk
Write 1s to entire diskWrite 1s to entire disk
Write random 0s and 1s to entire diskWrite random 0s and 1s to entire disk
Repeat 7 timesRepeat 7 times

You should be doing this to any drive that is You should be doing this to any drive that is 
being reused (well, at least, in some form)being reused (well, at least, in some form)
A single wipe of all 0A single wipe of all 0’’s will produce the same s will produce the same 
results if security is not the real issue.results if security is not the real issue.
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What else does Forensics doWhat else does Forensics do

Password crackingPassword cracking
Most files can be stored with a password to prevent their being Most files can be stored with a password to prevent their being opened.opened.
Most passwords can be cracked if you have enough time and computMost passwords can be cracked if you have enough time and computing ing 
powerpower

Weak password Weak password –– mypassmypass
Strong password Strong password –– h1yn*YYmaiu90h1yn*YYmaiu90

Encryption crackingEncryption cracking
Encryption is a means of not only preventing the file from beingEncryption is a means of not only preventing the file from being opened opened 
but that actually transforms the plain text in a file into ciphebut that actually transforms the plain text in a file into cipher text.r text.
Cracking encryption is the same as passwords only may take even Cracking encryption is the same as passwords only may take even more more 
time to break depending on the algorithm used to encipher the tetime to break depending on the algorithm used to encipher the text.xt.
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First ExampleFirst Example

A spreadsheet with a password A spreadsheet with a password ““gamblergambler””
(forensic 1)(forensic 1)
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Why do you need this?Why do you need this?

Hostile employee encrypts a collection of Hostile employee encrypts a collection of 
spreadsheet as they departspreadsheet as they depart
A password is forgottenA password is forgotten
Data is being sent out to others via company Data is being sent out to others via company 
mail and we need to determine itmail and we need to determine it’’s nature.s nature.
Hackers often password protect files they leave Hackers often password protect files they leave 
on your system.  You may need to break the files on your system.  You may need to break the files 
just to see what they are ( be careful, it could be just to see what they are ( be careful, it could be 
a trap!)a trap!)
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Other cool stuffOther cool stuff

SteganographySteganography –– Hiding information in image or other Hiding information in image or other 
files.files.
Take a JPG graphic and hide a text file in the graphic.Take a JPG graphic and hide a text file in the graphic.
This is an easy technique that can be done using sThis is an easy technique that can be done using s--tools, tools, 
or any of the many other products floating around.or any of the many other products floating around.
Uses the bits in the colors that wonUses the bits in the colors that won’’t really impact the t really impact the 
way it looks to store info.way it looks to store info.
Hard to detect and requires much analysis to find the Hard to detect and requires much analysis to find the 
files.  Not that likely due to technical issues but every files.  Not that likely due to technical issues but every 
12 year hacker in the world knows how to 12 year hacker in the world knows how to stegsteg a file on a file on 
their website!their website!
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Why Why StegSteg??

Well, what if you could hide something in a Well, what if you could hide something in a 
picture on the web.picture on the web.
You could hide gambling information, child You could hide gambling information, child 
pornography, drug information, or whatever you pornography, drug information, or whatever you 
like on a completely innocent picture.like on a completely innocent picture.
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StegSteg ExampleExample
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So what can forensics do for youSo what can forensics do for you

Maintains images of employee media in a sound Maintains images of employee media in a sound 
fashionfashion
Examines data to determine its legitimacyExamines data to determine its legitimacy
May assist in recovery of lost data or passwordsMay assist in recovery of lost data or passwords
May be required (imaging and wiping) to meet May be required (imaging and wiping) to meet 
legal requirementslegal requirements
May be the only option in the futureMay be the only option in the future
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CertificationsCertifications

CCE CCE –– Certified Computer ExaminerCertified Computer Examiner
whitehatcce.comwhitehatcce.com for online trainingfor online training
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Policy, policy, policyPolicy, policy, policy

You must have existing policy in place to You must have existing policy in place to 
prevent issues.prevent issues.

Security policy Security policy –– All material on company equipment All material on company equipment 
may be reviewed at any time.may be reviewed at any time.
Imaging policy Imaging policy –– All separations result in an image All separations result in an image 
prior to the disk being wiped.prior to the disk being wiped.
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ThanksThanks

Doug.white@whitehatresearch.comDoug.white@whitehatresearch.com
www.whitehatresearch.comwww.whitehatresearch.com
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